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Evaluation method for information security capability of mobile
phone user based on behavior ontology under unconscious condition

MALI Cheng-chengl, CHEN Bo', ZHOU Jia-kun', YU Ling2

(1. School of Computer Science and Technology, Nanjing Normal University, Nanjing 210023, China;
2. Jiangsu Provincial Key Laboratory for Numerical of Large Scale Complex System, Nanjing 210023, China)

Abstract: A security capacity assessment method based on security behavior ontology, was proposed to collect users' be-
havior data from their smartphones under unconscious condition to solve the problem of detecting mobile phone users’
real existing insecure behaviors. A security behavior ontology was set up for formalizing the phone, message, network
and App behavior data of mobile phone users and relevant rules were also set down for determining and associating inse-
cure actions. Referring to the notion of attack graph, an insecure behavior detection algorithm was proposed based on
behavior association graph for analyzing the paths of insecure behaviors dynamically. Furthermore, a competency model
of information security capability assessment was presented for realizing the quantitative evaluation of information secu-
rity capability of users. The experiment results prove the effectiveness of present competency model for insecure behavior
path detection and security ability assessment.

Key words: security behavior ontology, behavior analysis, capability assessment, mobile security
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BHL: Path(u)Zos R u TP AL AN 22 24T 4
(EISE

e, fRATE R B A LRI R T
PR IvHSE, @ v n i 3ATIHSEL
RS

Ability(u) = pcomprehensive(u) +

introspection(u) =1—

yalertness(u) + nintrospection(u) @)

5 ZKWS5HESN

5.1 SKIWINE

AIAFH] Java B F LT AR RS K
J 3 S B0 7E Android RGN 4.4.4 [ FLAL B
WSE, WAFAN 1 GB, Hdi L cvs k%X AL 2R
5% 2% o I 55 %8 it K ] Jsp+JavaBean+Servlet J5 20 5L
B, AT A HTHEBAENAEA 2 GB, ALEEEE N Intel
(R) Core(TM) i3-2120 CPU 3.30 GHz [FJ il 55 2% I
S
5.2 HHEXRIR

ACHIH Android R4 H G H2 (1) 4 R4+ i
WrZ VRN 2 TF R BIAT A I 7 R e s, Audd
T 1EAT A WEWr 2 1 phoneStateListener (FRHUK HL5:
4. BI%%); smsReceiver (GRENFGHAE N B A]
45y HOSIERIRWTEZ I Wi-FiLinkReceiver (FRHL
FTEEE Wi-Fi #USI2FR . e s 00455 ; N
AW 21 ApplnstallReceiver (3RHX App %51
BIE) . ZFR. B4 8 MDS f945); W HIST Wiz
1 AppRunReceiver (GREUN I BB ]55); Hb
FRAT B S 37 i WS WE 2 1 LocationReceiver (GREUH /7
Jr KbV M R A B R B AR D I % U I WY 2R
DownloadMonitor GGRE(JHE N2 1P Hulib, 3042)
o R RGRINE 2016 4F 6 H 5 H~2016 47 H
9 HIAmIAL T 288 447 A £
53 RS

1) &S

15 8) Java 4afeil 5, WL Arborjs JFUEIT
RAL, SEILT R P AN A7 A R E R a4k,
El 6 .
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Path_6
Path 4
L Path_1
ClickLink 1 S
Run: A5 -

N

PickUp:13121995745

Path_7
ClickLink 2

Receive: 15323728 127\ {ol 18 ) & A 432, &l | Path. 9

Receive: 13121995745/ B0k 25|
Path 3 < PickUp:13716948494

716948494 BELE T ACH A RIKFR N — Start

7 AN

Receive: 13716948494 | BE (00 25| & 8 a4 & 8UZR] )
ClickLink_3

Path_8 SearchWi-Fi:nnu_stal Jg il %%

CntWi-Fi:nnu_stal G/l 25

»~

Path_13

Path_16

/ﬁ e
5

323728127\&%11&%:%&%)\

Reczv\156760771 82| KR Ab) |
GetCalled: 13121995745 | %# bl 35| A b | A2 BR 2|

g wnldadlA pp/com.andeoid. Tro zan
\ a th 15 downloadApp:avplayer.apk

/ SearchWi-Fi:kobe| JE &%

CntWi-Fi:kobe| Fo 25

\\

Path 2 CallBack: 156760771825 (D% |

HangUp: 15676077182

‘GetCalled: 18676077 1 82/J5% {b)8 35| A Hl| 7 LI 2 A
Path_14

Install:avplayer.apkl 3% & 45 {4

SearchWi-Fi:coffee| Jg il 25

Download App:YOOU.apk CntWifi:coffee| TG 25
AccessSite:http://yfdbss.com

search:Wi-Fil5|Jg %% Path_17

\ Path_12

Cnt Wi-Fi: 15| %

\ Path_10

AccessSite:http://dg-xs.com/9409

AccessSite:http://t.cn/R5Bi6Ws

Path_11

Ko M ANZeiT ki

WK 6 For, 55 1 AL 2AT A BAT UL FH P
MRS RSN 15676077182 (KL, % SEE
e brac A% s, AR S el RS
P Rz i i o 1% 3K B P AR LEBT5 O 0 R St
HLE, IMEGE SR AE. 55 8 AN AT A AR fR
BN HPCEIT SRR “13716948494” [ RiAH,
A L AR R <R SRR, I A
s T IR . FIRE, 2B 5~T RARAEAT N
FEAT UL % 0 2 R A T i . A
10~13 AL EAT A BRI G 2 OEE A
TR A Wi-Fi B, Bl 44k “coffee
“nnu_sta” % Wi-Fi #Ull. 2 14 ZAL2ITNH
12 BAFAE 3 AN3fE: N4 avplayerapk N 2o

N C BN B RS AH MDS 1555 =
J7 90 B PE AT IR 1) 5 bm il B = A, HFH
BT TiZNH .

2) ERAHT

FRE SR s, R AR S AT D0 VRA
BRG] P AT (5 D2 AR IR VP, PPN
£ Java 15 5 ARSI

Ofg etk s, W), ¥wlEirh . JBE
ATA WEAT R N AT I B AR A E 8 0.1

0.2, 0.3 0.4, HI#fiE S a~aq FIHUHE. Hrp, A
GATBAT R JEAT . WBAT N5 AT A%
KA 403074 3 K, A EIER RS
17 Ko

4 3
comprehensive(u) =1—(0.1x —+0.2x—+
p (u) ( T 7

O.3><l+ 0.4><i) =0.75 (8)
17 17

W&, PG Rz gt h 0.75,
@R 4 FAT R IBGE 5 () T AH IR,
WG BIAZARIEAT A RS . PEAT
ﬁ%f%ﬁﬁmuwﬁmﬁﬁ9\mlu6 E® S
A ZRAT AR D E MR 4. 4. 4 55, &
R 17,
alertmess(u) = !
14(0.1x2.25+0.2x1.75+0.3%3.5+0.4x1.2)
=0.32 9)
WEATRZH P s e 032,
@HAME . A A @ IET A H
fEAT A AT 0 5 N AT R B 5 R AR B I Ay
1. 2. 3.2, %%ﬂﬁ%%ﬂiﬂﬁ%ﬁm*ﬁﬁ,
FEAHBURE B 0 = 0.6 AT R AR 38, IRt
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A RREEE: JORCRES N AT AR FHUN 5 B 2 e D vrAl 7 ik - 165 -

BT HINELE,
1 2
introspection(u)=1—(0.1Xx—+02x—+
D (u) ( 7 7

O.3><i+ O.4><£) =0.87 (10)
17 17

AR RN P B A YRR JIE N 0.87,
BRI Bt S BARTERIES, Fe .

Y NORIGEN 0.5, 025, 025, fAAX(T), 1
Ability(u) =0.5%0.75+0.25%0.32 + 0.25x 0.87 = 0.67
(11)

13tz PG B AR JIE R 0.67.
WA T KA G B OR BREHEN, AL T

ARSI B BRI AR UE, WK 4 PR

P R R 2R R TR0, 4t 6
XX BAR AN 2 447 A AR AT AT, WU
WH P ER L Wi-Fin P UG R App MW
PO ERPERETEA AL, ANRESIN EARBAT N A7 A
gz R, MR % E R S B R Ay AL o

6 HFRiE

ARSI AT 0 RS P TR 7 IS
AAHAENIAN AT HUT AR IR 8 MG 24T 0
AR T 2 AT A NG R 5 A
)l TR A IEAT D9 U ERANA T RICEIfil ok 1 3
SAT R M TR R T AT (45 %4
RE I VPR A e 17 22 4 BE 7 (1R S PP A ) 7

£ BYOD 55 I, al A2 8 B 19 #8 & 8 T-HL

R4 FRRERNRREER FPT BB RO R T T AT 4. AR 25
R s TR FAT B, ST RGO 24T
0002 ik 2 AR AE ;76T 2 AR R B % B8
0204 it ARG, A IEAERIRE T 5 B2 2RI 1T
pne v i 5 L I AT AT
0.6~0.8 sl
0.8-1.0 s Misk A A

Fz Al RREITHAERN (EB

HEHLAL I FH U At A

dRule-1:GetCalled(oa,ia) A  phoneBehavior.type="malicious’||(attribution=

acal A isContract="false’) —insecure Action

dRule-2:HangUp(oa,ia) A |eT-cT|<d A (location="nonLocal’ A isContract="no’)||

type=""malicious’ —insecure Action

dRule-3:CallBack(ia,oa) A (location="nonLocal’ A isContract="no’)||type= "malicious’ —

insecure Action

dRule-4:SearchWi-Fi(ia) A location="public’ A needPwd="false’)— insecureAction

’nonLo-

W oa 1] ia T, ZHIERARICEL, “ER” Xakizh
IGIAE SN AR PR, AT A e R
IR oa FEMA— 7 (AR TR YD EEBr s, JFH
KSR AME, B ia AR, BH1%510
CebRich B, WIHEWT i H TR A7 AR RS

W ia M1k oa MG, FiZMIGKAESGEME, AR
ia M HBERN, S %S HOgbsich <BE”, W
HEWTIZ BV E A AT RS

ia (EAIL G T Wi-Fi #US, HiZ A0S AT E%m, U
HEWTZ BNV EAE AR IE R Wi-Fi (1R

dRule-5:Receive(ia,oa) A smsBehavior.hasLink="true’ A hasSWord="true’—insecure  oa [ ia JILERAE, A5 D ELEBEE A EURGAIC, )#HE

Action

dRule-6:PickUp(ia) A phoneBehavior.type="malicious’||(attribution=
isContract="false’) — insecure Action

dRule-T:appBehavior.appName="SMS’ A appBehavior.appName="Brower’ A | Browser.

startTime-SMS.startTime|<o— ClikLink (ia)

dRule-8:cntWi-Fi(ia) A location="public’ A needPwd="false’ —insecure Action

dRule-9:webBehavior.downloadCotent=".apk’ — DownlaodApp(ia)

dRule-10:Run(ia,app) A appBehavior.appName="Browser’ — AccessSite(ia,site)

dRule-11:Install(ia,app) A appBehavior.type="malicious’ —insecure Action

dRule-12:Run(ia,app) A hasSwd="true’ —Input (ia,info)

dRule-13:Run(ia,app) A appBehavior.appType="E-mail’||shop’ ||’ bank’||’pay’—insecure Action

’nonLoacal A

WTZ B AR AAAE R T B R A TR XU,
ia FRWTHRE, ZHIERRRIC N CRRET IR, N
FL U R M A HASR 8 TR N, AT 20 135 )

EAFAE LV B ) XU
U SRAEIT ) B 0 IS AT JELAS AN s I, U o ot
TR P RRERE

ia ERE NI T AN BRI Wi-Fi,  UHERT IS4/ KU
R I apk B, AT ia 1E R BON R AR A
IEAT I YT AR SN AT LAHEWT ia AEREAT V7 1) B9 0L 301,
AR R B

ia TREEEYA WHEWTZB) AL

84T App JH I EE U o L I A A R I, BT A
FEA7 B2 S

AEFTSVA BT, A 3 MAR, B TP A
ST, WM Z A A7 AR S
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= A2 ITAREERM (ER)
HEHEHL ) K AT

rRule-1:GetCalled(ia,0oa) A phoneBehavior.type="Danger’ A Pick(ia)—insecure Associa-

tion

rRule-2:PickUp(ia) A Run(ia,app) A appType="Pay||Shop||Bank’ —insecure Association

rRule-3:GetCalled(oa,ia) A HangUp(oa,ia) A (location="nonLocal’
=’no’)||type="malicious’ —insecure Association

rRule-4:HangUp(oa,ia) A CallBack(ia,oa) A (location="nonLocal’
='no’)||type="malicious’ —insecure Association

rRule-5:SearchWi-Fi(ia) A CntWi-Fi(ia) A

d— insecure Association

rRule-6:cntWi-Fi(ia) A Run(ia) N appType=’E-mail||Pay||Shop||Bank’
CntWi-Fi.time|< 0— insecure Association

rRule-7:CntWi-Fi(ia) A

AccessSite(ia) A

Site.type=""shop||pay||Bank’ —insecure Association

rRule-8:AccessSite(ia) A Input(ia) A info.content="password||userName’ insecure Asso-

ciation

rRule-9:Receive(ia,oa) A ClickLink(ia) — insecure Association

rRule-10:ClickLink(ia) A

AccessSite(ia) A

site.type="Shop||Pay||Bank> —insecure Association

rRule-11:Run(ia) A appType="E-mail||Social’ A AccessSite(ia) — insecure Association

rRule-12:ClickLink(ia) A Download(ia,app) —insecure Association

rRule-13:AccessSite(ia) A Download(ia) A |Download.time-Access.Time|<d— insecure

Association

rRule-14:DownloadApp(ia)

A Install(ia,app)

Download.pkgName=Install pkgName— insecure Association

2 oa [ ia PRAT W, ia FWT AL, HAZBIEHARIC A&
B WX 2 AR AE U I
ia FEWTATR R, JFITIR T SRS AR App BT, WHE
W7 2 AN Bl A7 A P TV i PR RURS: DIk
UK oa I ia AT FETE, FEHRIEEENT, Hok i 565 250,

isContract 7o e ja iR BER A, 3% 1% % 5 O BERRIC 57,
AEINT 2 A 1 JA R
isContract % ia 1R oa FEWFHOHLIE, HETINAME, TR ia M

rRule-15:Install(ia) A Run(ia) A appType="malicious’ —insecure Association

|SearchWi-Fi.LinkTime- CntWi-Fi.Time|<

A |Run.time-

|CntWi-Fi.time-AccessSite.time|< 6 A

|access.Time-ClickLink.time|<6 A

A |Install time- Download.time|<d A

AN, NHERTIX 2 A SRR SRR

ia 76N BRI Wi-Fi, I HiE#H% Wi-Fi, 1
HEBTIZX PN BN R (84710 R DTG

ia TEA L R TG %0 Wi-Fi, I BAS 4120 S i o
e Al AT App B, MIFEWTZ 2 AN ShERIAFAE R
W I

ia VER A AT Wi-Fi, 3 H 71 Gxml S04 360
S, JUHEWTX 2 A BIEZ RAFE KU SRk

ia Vil Mk, HAER AR 2 BRI R
TUHEITIX 2 AN B E 2 IR A7 AR Ik

oa ] ia JIEFAE, ia RGP IOREE:, WHERT 2 AN3I1E
R A7 AR I

ia siLTHEE P, R AT T Sl R M,
R, WHERTIX 2 AN SRR KRS SRk

WL ia AR FHALZR P S A sl A LA BRI, s H P
PRz, VTR = M, UHERTX 2 ANEhTEFAER
(5SS

ia MOGRAE TS R, TSN App N, JUHE
W7 2 A Bl ) A7 R S Ik

ia Vil M, 35 H R8s R App N, TR
2 ANBAEZ (B A7AE 240 UK S Ik

ia TR RPARIC R B W App N, JUHE
WX 2 AN BEAE AL R DRI

LAIFIBAT BAF I 2 AN BIEAFAE X DIk
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